OFFICE OF Eduroam Wireless

Information Technology  Network Configuration
. Support Center Windows 7

Last Revised: 06/08/11

Eduroam Wireless Network Configuration (Windows 7)

This is a quick start guide for configuring a computer running Windows 7 to work on the Eduroam wireless
network. In 6 easy steps, your Windows 7 computer will be set up to access the Eduroam wireless network at
UAF, as well as every Eduroam network at partner institutions around the world.

Step 1: Open Download Page

! FIE <R https://nah.alaska.edu/eduroam/ 7.7 -}

Open a web browser, and navigate to
https://nah.alaska.edu/eduroam/

Step 2: Sign in

UA Login

Username or ID:
(18
)
Sty
Password:

(eon ) @

Password Reset™

Support: helpdesk@alaska edu

You will be required to Login with your
UAusername and Password

1) Enter your UA Username
2) Enter your Password

3) Click "Login"
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2 Eduroam Wireless Network Configuration (Windows 7)

Step 3: Download Identity Certificate Step 4: Import Identity Certificate
and Installer

r

Certificate Import Wizarc

certificate authority .
Welcome to the Certificate Import
® University of Alaska eduroam CA Root

O Must be installed in the operating system, under Trusted Certificate Authorities. Wizard
O eduroam installer does this automatically.

This wizard helps you copy certificates, certificate trust

identity certificates - ; lise‘rséﬁi::e c;r:rﬁecaﬁe revocation lists from your disk to a
® gfjohnson@alaska.edu -- download in PEM orformat : A A O TS

NOTE Certificate password is gfjohnson. a confirmation of your identity and contains information
used to protect data or to establish secure network
connections. A certificate store is the system area where

eduroam installers certificates are kept.

. (UAK_eduroa m_Win_0.0.0.9.exe] To continue, dick Next.

Open Link in New Window
Open Link in New Tab

Reveal the desktop and double click on the identity
certificate to open the Certificate Import Wizard.

Save Link As...

i i ’m s
_ Copy Link Location
File to Import
Specify the file you want to import.
File name:
. . . . T e N -Bg wse...
Download both the identity certificate in PKCS12 Comee.. )
fOI'mat and the U AK e dur oam Wll’l x.X.x.x.exe Note: More than one certificate can be stored in a single file in the following formats:
d . 11 - d k_ o h ’ 1 ’ k h Personal Information Exchange- PKCS #12 (.PFX,.P12)
e. uroam lnSta er tO your €S top' rlg t-c ICK €ac Cryptographic Message Syntax Standard- PKCS #7 Certificates (.P7B)
link and Save Link As... [or] Save Target As... Micosoft Serilzed Cer tfcate Store (S5T)
Learn more about certificate file formats
! BT ) TN
The file name should already be specified. Click
next.
401 Rasmuson Library 450-8300 102 Butrovich
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3 Eduroam Wireless Network Configuration (Windows 7)

-
Certificate Import Wizard —l M

Password

To maintain security, the private key was protected with a password.

Type the password for the private key.

UA Username (ex. jadoe)

[F]Enable strong private key protection. You will be prompted every time the
private key is used by an application if you enable this option.

[] Mark this key as exportable. This will allow you to back up or transport your
keys at a later time.

Indude all extended properties.

Learn more about protecting private keys

! ey ) B

Type your UA username in as the password. Click
next.

-
Certificate Import Wizard —i u

Certificate Store

Certificate stores are system areas where certificates are kept.

Windows can automatically select a certificate store, or you can specify a location for
the certificate.

natically select the certi

the type of certificate:

() Place all certificates in the following store

Browse...

Learn more about certificate stores

u =) =

Ensure Automatically select the certificate store
based on the type of certificate is selected. Click
next.

3 B
Certificate Import Wizard —l g

Completing the Certificate Import
Wizard

V7 The certificate will be imported after you dick Finish.

You have specified the following settings:

(e RS Gt e Automatically determined by t|

Content PFX
File Name o e Eee—

< | m »

<Back Fiish | ) cancel |

| - )
Click finish.

Step 5: Run the eduroam installer

-
«- eduroam Setup: License Agreement | =i

Eduroam installer for University of Alaska

irhis will install eduroam-test wireless settings.

]

Requires:

m

- Windows XP (Service Pack 3 or greater)
- or Windows Vista
-or Windows 7

- Identity Certificate
- downloadable from https: //nah.alaska.edu/eduroam/

- One (enabled) Wireless Card EJ

| Cancel Mullsoft Install System v2,46 | IAgree |
b

Reveal the desktop and double-click on the

UAK eduroam_Win x.x.x.x.exe eduroam installer.
Ensure your computer meets the requirements listed
and click Agree.
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4 Eduroam Wireless Network Configuration (Windows 7)

«- eduroam Setup: Installing

Installing eduroam on Broadcom 802. 11n Network Adapter

Show details

«= eduroam Setup

/ i‘é eduroam profile installed

After eduroam installer is installed, click okay and
finish to complete the process.

Step 6: Connect to eduroam

Currently connected to:
sw.alaska.edu
Internet access
Wireless Network Connection A
e‘iutrosw Connected !ﬁﬂ
I~
eduroam ‘!ﬂ
UAFnet Connect N @ -
Properties
A9F1 BEDFl breeevevrereros ..,9'..
Other Network ,!!ﬂ

Other Network

Open Network and Sharing Center

——

-
-~ |-' |!_T il L‘

4:49 PM
9/29/2010

1) Open wireless control by clicking on the wireless
icon in the task bar.

2) Right-click on eduroam.

3) Click on Connect.
401 Rasmuson Library 450-8300 102 Butrovich
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5 Eduroam Wireless Network Configuration (Windows 7)

Connecting to eduroam...

Connecting to eduroam

b

Success

Currently connected to:

sw.alaska.edu
Internet access

Wireless Network Connection

eduroam Connected
Butrosw

UAFnet

A9F1BDF1DABINVT4F4F59

Other Network

Other Network

Open Network and Sharing Center

4:51 PM
9/29/2010

S AP N

You are connected to eduroam.
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